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This Cookie Policy explains what cookies are, what types of cookies we use on
www.divvly.app, and how you can manage your cookie preferences.

1. What Are Cookies?

Cookies are small text files stored on your device (computer, tablet, smartphone) when you visit
websites. Cookies are used to:

 Remember your preferences and settings

Maintain your session after logging in

Ensure security

Analyze how you use the service

Personalize content

2. Cookie Categories

We classify cookies into the following categories:

Category Description Consent



Essential for the proper functioning of the website. The site

NECESSARY

cannot function properly without them.

PREFERENCES Remember your settings and preferences (e.g., language).

Help us understand how users interact with the service

STATISTICS

(anonymous data).

MARKETING Used to display personalized advertisements.

3. Cookies Used on Our Website

3.1. Necessary Cookies

These cookies are essential for the website to function and cannot be disabled.

Name

___Host-next-auth.csrf-
token

___Secure-next-
auth.callback-url

CookieConsent

nextauth.message

Provider

www.divvly.app

www.divvly.app

www.divvly.app

www.divvly.app

Purpose

Protection against CSRF (Cross-
Site Request Forgery) attacks.
Ensures the security of forms and
requests.

Stores the redirect URL after
login. Ensures proper
authentication flow.

Stores your cookie consent
preferences. Allows us to
remember your choices.

Handles authentication session
communication. Essential for

Not
required

Required

Required

Required

Expiry

Session

Session

1 year

Session



proper login and session
maintenance.

Stores OAuth state parameter for
) secure authentication flow. )
next-auth.state www.divvly.app ) Session
Prevents cross-site request

forgery during social login.

Stores a unique nonce value for

OpenID Connect authentication.
next-auth.nonce www.divvly.app  Ensures the authentication Session

response is valid and not

replayed.

Stores PKCE (Proof Key for Code
¢ Exchange) code verifier for
next-
L www.divvly.app  enhanced OAuth security. Session
auth.pkce.code_ verifier _ o
Protects against authorization

code interception attacks.

3.2. Preference Cookies

These cookies remember your settings to improve your experience.

Name Provider Purpose Expiry

Stores your language preferences. Allows us
NEXT_LOCALE www.divly.app to display the website in your chosen 1 year
language.

3.3. Statistics Cookies

These cookies help us understand how users interact with the website by collecting anonymous
data.



Name Provider Purpose Expiry

_ Main Google Analytics identifier. Used to distinguish
Google Analytics

_ga _ users and sessions. Collects anonymous statistical
(divvly.app) years
data.
4 Google Analytics Identifier specific to our Google Analytics 4 2
a
—99- (divvly.app) property. Used to collect data about user behavior. years

4. Consent Management — Cookiebot

We use Cookiebot to manage your cookie preferences.

4.1. Cookie Banner

On your first visit, we display a banner informing you about cookies. You can:

o Accept all — consent to all cookie categories
* Reject optional — accept only necessary cookies

o Customize — choose specific cookie categories

4.2. Changing Preferences

You can change your cookie preferences at any time by:

 Clicking the "Cookie settings" link in the website footer

» Re-displaying the cookie banner

5. Third-Party Cookies

5.1. Google Analytics



We use Google Analytics to analyze website traffic. Google may process data on servers in the USA
based on Standard Contractual Clauses (SCC).

» Google Privacy Policy: policies.google.com/privacy

o Opt out of Google Analytics: tools.google.com/dIpage/gaoptout

5.2. Cookiebot

Cookiebot stores information about your cookie consents.

o Cookiebot Privacy Policy: cookiebot.com/privacy-policy

6. Managing Cookies in Your Browser

Regardless of our settings, you can manage cookies directly in your browser:

Browser Instructions

Google Chrome support.google.com/chrome/answer/95647
Mozilla Firefox support.mozilla.org/kb/cookies

Safari support.apple.com/guide/safari

Microsoft Edge support.microsoft.com/microsoft-edge

Note: Disabling or deleting cookies may affect the functionality of some website features,
including the ability to log in.

7. Legal Basis


https://policies.google.com/privacy
https://tools.google.com/dlpage/gaoptout
https://www.cookiebot.com/en/privacy-policy/
https://support.google.com/chrome/answer/95647
https://support.mozilla.org/kb/cookies-information-websites-store-on-your-computer
https://support.apple.com/guide/safari/manage-cookies-sfri11471
https://support.microsoft.com/microsoft-edge/delete-cookies

The use of cookies is based on:

o Necessary cookies: Art. 6(1)(f) GDPR — legitimate interest (ensuring website functionality)

o Preference, statistics, and marketing cookies: Art. 6(1)(a) GDPR — your consent

8. Changes to This Cookie Policy

We may update this Cookie Policy. We will notify you of significant changes through an in-service
notification. The last update date is always visible at the top of this document.

9. Contact

If you have questions about cookies, contact us:

ProWebDev
ul. Jarzebinowa 69, 52-200 Karwiany, Poland

10. Related Documents

 Privacy Policy

e Terms of Service
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